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SOCIQ-BEE Navigating Privacy and

Ethics in Citizen Science

Protecting data, respecting privacy, and following

ethical guidelines form the backbone of responsible citizen
science. These principles build trust among the different
stakeholders, promote open collaboration, and prevent
unintended consequences, ensuring fair engagement.

As citizen science engages various communities, it's
essential to prioritise strong data protection and
ethical practices. This helps promote inclusivity

and prevents any form of exploitation.

Upholding privacy principles
and ethical standards
honours the contributions
of the participants,
enhancing the credibility
and impact of the entire
project. Therefore,
prioritising data protection,
privacy, and ethics is pivotal
for creating a secure,
transparent, and ethically sound
environment.
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@ The Role of Project Organisers

Protecting data, respecting privacy, and following

ethical guidelines form the backbone of responsible citizen
science. These principles build trust among the different
stakeholders, promote open collaboration, and prevent
unintended consequences, ensuring fair engagement.

As citizen science engages various communities,
it's essential to prioritise strong data protection
and ethical practices. This helps promote
inclusivity and prevents any form of
exploitation.

@H Upholding privacy

principles and ethical
standards honours the
contributions of the
participants,
enhancing the
credibility and impact
of the entire project.

O Therefore, prioritising
data protection, privacy,

and ethics is pivotal for
creating a secure,
m transparent, and
ethically sound

) environment.
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gjmg&ﬁ%v.. Protecting Personal Data in
Citizen Science

Throughout a project, it's essential for participants to
consistently feel confident that their rights are being safeguarded.

Personal data in citizen science includes (but is not limited to) audio tapes, IP
addresses, user names, and locations, all of which require meticulous
protection. Even plant-focused projects gather sensitive information. Navigating
data protection is critical, emphasising transparency, consent, and

adherence to privacy laws.

Key issues to focus on:

1. Following Privacy Guidelines and Laws:
«Comply with GDPR; establish citizen-friendly procedures for
data control and consent.

2. Conducting Data Protection Impact
Assessment (DPIA):

‘Mandatory for specific activities
under the GDPR; essential for
sensitive data or vulnerable

groups.

3. Establishing Secure Data 6
Analysis Standards by Third

Parties:

‘Ensure secure contracts with third-

party analysts; seek permission before

using data.

4. Understanding Personal Data:
*Certain projects may gather
seemingly unrelated personal data;
even data that appears
anonymous can be traced back

to an individual.

5. Practicing Anonymisation:
*Anonymise data to prevent
individual identity tracing.
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o Ethics in Citizen Science

Ethics in citizen science goes beyond privacy, addressing the
meaningfulness of citizens' roles, clear communication, acknowledgement
of contributions, and considerations of intellectual properties. Important
factors to keep in mind:

Maintaining A Balancing Act:
Thoughtfully balance data quality and quantity with ethical
considerations, project feasibility, and objectives. Ensure that
the research genuinely benefits citizens and that their role
in the project is meaningful.

Practice Ethical Vigilance:
Be attentive to potential unintended ethical
consequences when sharing
project data. Keep an eye out
for any potential conflicts of
interest that might arise.
Keeping Up Respectful
Collaboration:
Embrace a respectful and
equal attitude towards
citizen scientists, fostering
a collaborative and inclusive
environment. Ensure that
participants are consistently
well-informed about how their
data and the research are
being used. Maintain
communication and
implement feedback
mechanisms with

O O participants.
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Communivy for Crange

Data Protection &
Ethics Charter

The Citizen Science Data Charter (available here) provides vital guidelines
to help make the most of the immense potential for citizen science while
watching out for the challenges it can bring in terms of privacy and ethics.
They advise to:

-Actively share knowledge through an information kit covering privacy,
rights, obligations, and data processing integrity.

‘Designate a responsible data manager for secure and ethical information
handling.

-Adhere to the principles outlined in the GDPR.

*Clearly communicate guidelines regarding intellectual property and
copyrights for both data collection and result dissemination.

*Thoughtfully balance data quality and quantity with ethical
considerations, project feasibility, and objectives.

*Be attentive to potential unintended ethical consequences when sharing
project data.

‘Embrace a respectful and equal attitude towards citizen scientists,
fostering a collaborative and inclusive environment.

Remember to empower your citizen science endeavours with ethical
practices, as privacy and respect form the foundation for meaningful
collaboration.

For more information and additional reading materials, visit socio-bee.eu
and scivil.be



https://www.scivil.be/en/book/data-charter-and-guide-citizen-science
https://socio-bee.eu/?page_id=697
https://www.scivil.be/en/book/ethics-and-privacy

